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Inefficiency of Honest Provers
Ouvr focus so far: ochieve a polynomial-Tfime verifier \/
TobAY : what about the honest prover P ¢

Let @ be an n-variable boolean formula .
* In the SumchecK protocol used for #SAT on Q- 1’ime(V)=LﬂJ(Zn-I<P|) :
* In Shamir's protocol vsed for T@BF on @ : time(P)=o\u (2 10]) .

Are these times useful for computations of interest?

For example, let M be & machine tunning in fime T and space S,

Define Ly ={x| Mx)=1},

The reduction from Ly 1o TRBF maps X to o boolean formulo. ¢ with
size |@| =poly (logT,$) and n%(logT):S variables .

Even if T,S:Poly(lxl)/ the honest prover P runs in time
time(P) = (L(27) =L(T*) = "



Doubly-Efficient Interactive Proofs

New Goar: odditionally restrict honest prover fo run in polynomial-time.

We call this o doubly-efficient interactive proof (deIP).

claim: de¢IP < BPP

E\‘OO&)I The probobilistic algori’rhm A(x) simulates “the interaction between

the honest prover P(x) and the honest verifier V(x).

To maKe a deIP non-trivial (rule out Simply running +he BPP decider)

WR . Fequire Hhe verifier Yo worK less +han dQc'\d'm3 The languoge alone ,

eq. less time, less space, ...

Best time: +he verifier V(X) rups in qvas'\\inmr time G(IX') (or even linear time O(x1)) ,

This setting can be viewed as
DeLeGaTion OF COMPUTATION

grom o weoK client o o Power{?ul server.

TE xel is decidable in ime T (35p0ces) /

TP prover
P(x)

time

poly (T)

v

TP verifier
V(x)

time «<T
(or Space « S)




A Lower Bound and An Upper Bound
Q: Which lanquages have (non-trivial) deIPs?

* A lower bound : doubly -efficient NP proofs

Vxgl Yw Vix,w)=o

3 (PV) s.p, Yxel VOOPGI<) P(x)
NTIME[ pt,vE] := {L i

P(X), V(X) run in time pt(x), vE(ixi)
ExAMPLE :  CLiave, :=3 G is o graph. thot contains o clique of size t }
* CLIQUE, is believed to tequire (even probabilistic) time n®€
* CLIQUE, € NTiME[pl:=O(n"), vE = Poly(t, loﬁn)] becavse
P(G) finds o clique of size £ (if one exists) in time O(n®)
and V(G,w) checKs in time poly(t,logn) thot w is a t-clique in G,

More generally, NTIME [ pt=poly(n), vE=0(n) ] ¢ deIP .

e An upper bound : SF&ce—bOUnded compvtation

Proof idea: modify the analysis of IP< PSPACE,
theorem : IP [Ec‘;o’ V':] < DSFACE[ O(V‘:)] . fo detect if the optimal prover hos o rejecting path .

Hence likely DTIME[T] ¢ deIP[£.=0 vE=0(T)] (we do not believe that DTIMELT] < DSPACELo(T)] ).




Power Of Interaction: Two Results 3PP
delP

DOub’y-eF{:icien+ TPs For bounded dePHﬂ
NG {L L is decidoble by (|03(n)-$pacq vniform) boolean circvits } %

with mox FG!\"'\Y\ 2/ Size POI)'(") y ond dQPH‘ POIy(Iosn) NC = NickK Pippengel—'s Class

' ' i i SC = Steve Cook's Cl
NC includes arithmetic ond linear olsger. eve Cook's' Class

theorem: NC € deIP SPeciFiCoJIyl NCc IP[E,.= o pt= Po)y(n)/ vk= 6(!\), K= P°'7(‘°3“)/ cc=|ao|y(lo3n)],
[Qo\dwosser/ Kalai,  Rothblum 2008 ]

Dovb,y—e{:{-‘icien{' IPs {or bounded Spoce ﬁ A 24

{L L is decidable in deferministic

SC = } = DTISP [E:Poly(n)/ S=Poly(|03n)]

time poly(n) and Spoce poly(logn)
SC  contans  deterministic context-free languages (DCFLs), randomized logarithmic space (RL),

and bounded-error probobilistic logarithmic space (BPL).

theorem: SC ¢ deIP, Specifically, SCc TP =0 pt-= poly(m), vk=B(n), k=001), cc= oln) 1.
[Reingold, Rothblum Rothblym - 2016 ]

i, £ E
) E‘, =
“ "

Both theorems can be stated more generolly (qeneric size/depth and generic fime/space ).




GKR Protocol: Delegation for Bounded-Depth Circuits

def: A circvit family {C"}neN is S-Spoace uniform it 3 machine M such that
for every neN M(1")=C, and M(I") runs in space O (stn) .

theorem: Suppose that L is decidable by a circuit family I W T
of width W and dopth D that is Ol(logW-D))-space uniform. < lf
Then L hos o (public-coin) TP where:
* prover Time s Po|y(w,D)

size s WD

* verifier time is (n+D): poly(logW) [ £ space is O(log(w-D)) ]

* communication complexity is D poly (log)

The case of NC corresponds to W =poly(n) and D= poly(logn) ,

The Proo{: of the theorem is fechnical .

Today we see one piece the Bare-Bonves GKR protocol .



Today: The Bare-Bones GKR Protocol

+o be defined
theorem: et C:F™>F "™ be o (layzred) arithmetic circuit
with width W and depthD. Let C be o low-degree extension of

There is o (public-coin) IP for evalvating C  where:
C(2in)2 Zow

to be defined
C./ fin

time , — C(a. ti
D' Po|y(w) P(C/ Zm, Zo\r\-) § V (Zul\,ZooJ-) (nm,l,hmq.g;.el)oly('an)
communication D-logW
O(D-logW) soundness error O ((2128%

A\
C.iv'mg He verifier query access to C soves vus {:\'ow\ discussiv\a vni?ormi{-y,

Main ingredients: more arithmetization, more sumcheck, some new ideas,

This protocol is VERY fast in practice !



Low-Degree Extension (Univariate)

Let HeF be a domain , and L:H>F o function.
A polynomial pe FLx] is an extension of { i} PlHE‘F .

f AN T T F
| H {
: is {

It is o |ow-d23ree extension 1f p has “low degree“ ( +he sPeciQic condition varies ).
The hiaher +he allowed degree , the more low-desre.e extensions o function has ,
An extension of degree <|H| always exists ond is unique .

This extension can be constructed vio INTERPOLATION :

O consider the univariate Lagrange  polynomials {LH/"‘(X)}o(eH where
1
L (X) - "rl" ﬂ ?—3—&-2/‘%\'/\/\/

@ toke o linear combination oaccording To the given function

¥ vefF con compute
X) := Z (0() * X) = Z (9( ° Tr —X-F . , P
P( ) ach {'\ LH,o(( ) XEH {: ) (FQH\'{“} 0<-F) P(z;) in Po]y(lH’) ;FOPS



Low-Degree Extension (Multivariate)

The multivariote cose builds on +he vunivariate case .,

We consider founctions of the form ¥!H“—’ﬂ:.
We say that peFlX,. X, extends £:H'-F if p|n=f.

The extension of individval clegree <|H| IS Uniq\le ond IS by T NTERPOLATION

(O consider the multivariote Lagrange  polynomials {LH",(d‘,o»"’(n)(x"”’x")}X\,m,v(.\eH

' XelF", can compute

WhQ\’Q l_HI'\ (o( d)(Xl,...,X..) = -IT LH (Xl) = ]T -lT )<'—-B .
g R/ iem] % ieln] peH\M#} oG-B  L(¥)in poly (IH,n) fops

@) toke the linear combination according to the given function

¥ veF" can compute
pOGxn) = 2 lehetn) Ly (K, X0) P

“\ g ,0(,\6 H

p(¥) in poly(IHI™) fops



Layered Arithmetic Circuits

lo\yered arithmetic circoit C:F "=F™ of width W and depth D (with mano,<W)

IS an arithmetic citcvit with fan-in 2 arronged in D+l loyers -

|ayer o] . e . L.+ ovtputs

|ayer | %
layer 2 ><I>< ><T

T’\ ™ M

lonr -1, . . . W

layer D Tm ni,

internal
valves

internal
valves
intetnal

values

inputs

Vo: [novi'] - H:
V,: [W]-F

V,: (Wi~ FF

)
)

.
.
.

Vot (W] FF

VD: [nin]—) ﬂ:

add,: [ Nout 1% [w] —>{01}
Iﬂw\ [ noutJx [wl —’{01}

add,:[w] - {0}
mv| WX~ {o))

add, [W]x[na]*{o'}
M\)lb [W]X[nm] _’{O'}

The wiring = predicates ((Qddi,'""'i))i:u,...,o describe the cirevit C: add,/mvl; ot (abc)

is 4 if o-th valve in layer i-1 is the oddition /multiplication of b-th gc-th valves in layer i,

NOTATiONAL S'IMPL'IC]T)’: WQ asSsume C "\QS 1 -|'>/P€ O‘F ga-l-e ﬂzﬂ:z.gﬂ-' .

We let (wpi,..,wp,) be the wiring predicates for g .
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Arithmetize Each Layer [1/2]

STEP 0 et parameters

Fix o svbsetr HCF .

De?ine: WM := l°9W M., = |°9 Nin M4 = |03 Nout
'OS‘H‘ IOSIHI |03‘H| 6 © © o o o o o
This induces bijections: )
. A
[(wle H™ (e R™ [Nl H™ s

N3 X rewrite computation as summations

n.l'\a H:nmr‘,.

let 2, € F™ be an input  To the circuit C:F
* The input layer Vo:H' "> F is defined as  Vpla)=2,() .
e For i=D-,.1: Vi:H"»F is defined as

Vi(a)i= 2 wp (ab,e) g (Vinlb)Vin(€))

b,ceH”

\wq assumed for Sim \ic'\’ry
* The output layer Vo: H™*>F is defined as thot C has | type OFPQQ’re

ther than 0dd Amul gates
Vola) = 2 wp labe)- g(Vilb)Wite)) o rother fhan 043Anul g
b,ceH”
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Arithmetize Each Layer [2/2]

STEP 2 low-degree extend each layer
* The extension of the input layer s Ooi H'-mm—’ﬂ: where

Vi (x) == %’"‘" Wla) - LHM;“,O\(X) = g&m Zin(0) - LH”‘EA’&(X)
e For 1=D-l,..,1: the extension of the i-th loyer is (/\| "> F where
G0 = Z Wil L (100 = Z (5 gy, el g(Vinlb) Vince)) ) Lo , (30

aeH™ HY, aeH™ (b,C€H y

e The extension of the ovtput layer s \7°3ﬂ:m°°*—>ﬂ: where
Vo(X) := 2. Vylo)e L W™ (x) = 2_ (Z B w{a‘(a,b,c%3(\/.(b),v,\c)))-LH..\MQ(X)

aeH™ ae H™*\ b,ceH ’

N

STEP 3: ensure that oddend is low-dearee

. Keplace WP and Vi with their extensions vgﬁﬂ and ‘7i\+| . o 01

This does not chonge \//\i(X) because thay receive inputsin H,
o Replace Lymo(X) with T;m(X,0) where Ly (X,Y) =T 2 Ly x i) Ly (Y.

ieCw] eH

HM

We obtain: Vil)= = (3 (i, (bl 3(\73.(b),\$\<c>))- I m(X,0)  (and similarly for o)
a€H™ \ b,ceH
12



Batch Output Claims

The statement C(2in)= 2ot IS equivalent to these 1, = [H

Mo
o+ ckrarements

VaecH™ V()= 2 ,4la) .
Tn tuen, this is equivalent to -
Mout o 5
Yae H™ V()= Z,.(a).
IF ne>1 we botch these into o Single - stafement about Vo :

C(z’m Z2’0\! 5
P (C,Zin,Zooi-) ) ' VC (Zil\,zouﬂ-)

< s Sample ¢eff

Moust

VeeF™ V can compute Zout(3)

A 7T A
Vo () = Zgu4(3) in_ poly (IHI™*) = poly (1z,,1) field ops

Completeness:  \f C(Zin)=2,,; then ’v‘geﬂ’m“* Vo(8)=Zont ().

Soundnaess: 'I(: C(i‘it\)#-‘ Zouvt then \70 E 3 é\ou{- so g\'[ \70 (g)=§oo’r(8)]$ mov*‘l'ﬂg:"ll-l) .
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Check Computation via lterated Sumchecks

The statement 7C(2in)=20p IS rewritten Qs " Ve (g)= Zout(5) for o random ¢eF e,

Equivalentl ~ ACA A
A T e a (b)) Tomlgi0) = Zanle)

aeH™ beceH

Next do o sumcheck protocol on variables for ab,c:
mw++1m)

* round complexity meyt2m (the sum is over H

¢ soUndness ettror O(m.lHI'd‘:S.:"“'(a)) (individval degrees ore <\H\-dqg;,,d(3)+|HI)

» prover time is poly (IHI") =poly(w)  (THiS is EFFICENT!)

» verifier time is  poly(IHI,m) =poly (lgW) qiven answers to:
- 1 query to w’];.:fmwm—*ﬂ: ot (r,s,H)eF™™" ¢« the verifier has this oracle by assumption

- 2 queries to \/I\,:ﬂ:m—’fF ot sEefF™ ¢— the prover sends claimed answers ¥, §elF

A\

We recurse on two claims: /\’/\,(S)=X\\ ond Vi(t)=§

Eoch claim is itself o sum:
A\

p ~ A, A :
a%ﬂm Wp,. (&,b,C)og(vl(b)/Vz(C))oIHM(S/Q)-.: X PROBLEM: the number of claims
v ~ A A w doubles ot eaqch |ayer
Q,IJZ,CQHM NPﬂ- (("/l)/C ) * 3 ( Vz(b)/ Vz(c) )' IHM ((:/Q) =3
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Avoiding Claim Blowup [1/2]

We batch the two claims vie & random linear combination .
1 claim S @ lohe)g(Wib),0@)r Tomulp,a) = Zauls)

abovt layer o aeH™ beeH
— refe
| Sumcheck sef™

ourt2m

le \ P
SEF” telf™ —
K,JeIF I()e i V,
A /N /N
2 claims o,igeH“ wP’-(Q/b'C)'ﬂ(Vz(b)/Vlk)) * Lymls,0) =X
obout layer 4 ’ A
> wp (abe)-g(Vy(b), V@)« T mlt,0) = §
a,b,ceH
xBef «p<F random linear
, ~ A combination
1 claim > . @l(a,blc%a(Vz(b),Vz(C)) . [o(.IHM (s,0) + P’IH"\ (L,Q)J_-, «-¥+B-§ o} the two claims

about |de,\’ 1 a,b,ceH

BUT... the new claim has o different form than the claim we started with |
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Avoiding Claim Blowup

S @ labe)-g(W(b),G@)r Tomul9,a) = Zauls)

1 claim
abovt layer o

2 claims
obovt Iayer 1

1 cloam
abovt loyer 1

2 cloims
obovt lee\' 2

aeH™ beeH

) Sumcheck —ref
___: Pro+oco\ : f__i“;:m (s ™"
) m\ IA/)?.
tieF S—— 0
A N /N
X bZZCe - Wp, (@b,c)+q(Vo(b), Vo)) » Ty (s,0) = ¥
ST 3 tabe)-alV.(b) 1@ (
D B3 U00) Tnte) =8

xBef X,p<F

a,b,ceH

le— te F™
sumcheck [ e g™

tocol PR
protoco l— t'eF (Fs')e n;sm\
! (LA
. sef", Eef™. =
K,SG‘F l‘)< i v,
A /N /N :
ubzceHM wP3(a,b,c)°3(V3(b),V3(C)) . IHm (s'0) = ¥

S Wplabe)-g(h(b), )+ Iom(¥0) = §

a,b,ceH

[2/2]

rondom linear
combination

2 (A/’P,_(Q/b/c)'ﬂ(\//:(b),\//:(C)) ~ [D(IHM (s,0)+ B-Lym (l:,q)J: X Y+B-§ o} the two claims

We tun another
sumcheck protocol ...
and we get fwo claims
of the same form as before.

= We can recorse !

16



GKR Bare Bones Protocol

* round complexity:

1-\-D°( [SC on 3m vars ] +1 )
= O(D'm) = O(D- 725) = O(D-logh)

log|HI

P (C, Z;,.,ZM) VC(?’5 in Zout)
For simplicity: (output) - 8c<F
c\%=l and d@_dHl layer 09 A
| (4 claim abovt Vo
- Mot +2M VOIS
obtained by [ Sumcheck P IHI- deg; 4(3)

setting H={o,1}

* communication complexity (in field elements) :

1+ D'([SC oh 3m vars
= O(D-m-IHI) = O (D

® soundness error:

mT;:.llHl +D'([SC on 3m

=O(D-%")=O(D

.@Mﬁﬂ)=o(.bﬂg

of degree O(IHD]+ 4 )

. |ogw _ i
o . |H|) =0(D |03W)

vars of desree O(IHI) J+ ﬁ)

loglHI- Il IIF|

® prover time (in field OPemﬁo“g) :

D'([SC on 3m vars of degree O(IHI) ]+ SMQ“)
=D Poly( HI™)=D- Poly(W)

o verifier time (in field operoﬁons) ‘

|W@ij

( inpui')
Iaer D

r\in'POI)’(M;,\,IHI)+n°u|.'PO|)'(Moof,|H|) + D°([ SC on 3m vars of degree O(IHI)])

= (Niat Nyt D) poly (m, I

) = (Nint Moyt D )« poly (

|03|H|/

oaW 1) = (Fiat Rowt D)+ poly (logh)

d< + dQSInd(wAPI)

2. claims abovt \7|

combination

A
L4 claim abovt V,
S 3m vars

W
( SUMCI'\QCK < Pz |HI- deg,, 4(3)
+ degind(“,\l)z)

2 claims abovt \’I\,_

combinotion

\ 1 claim about h

M+ 2m;, vVors

|HI- deg; 4(9)
+ degialip,

[ sumcheck<"

{ 2 claims abouvt \7,,

combination

L 1 claim abovt \7;
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